. "‘Trust but Verify




R EEBEEEEm.. |
Why Me?

Aldve been at this for the past 20 vy

A This includes stops at some of the top global retail organizations,
DoD, banks and loyalty/marketing firms.

Al dve been on both sides of the audi
and the provider of evidence.

Aldve seen when | T groups are giVving
foré
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You typically get one of two things:

logging enable 3

asabb45. txt




S RRRRRRRRRRRRR—————Dmmm
So how dioweel Tusstool/ Eejfy ?

A We get permission FIRST
A Define your engagement (Remediation or Validation)

A We unpack our tool kit and make sure you have the right tool and
the right skillset

A Validate, Document and Report
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S —RRRRRR—m—————e————
Gett Witk FPermmd sston-FRS T!
A This is non-negotiable
A Signed by an executive

A Only test on a system you
own or have permission
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BRSBTS,
D efiine YourEnpager®ant

A Set your Scope
A Perform reconnaissance and identify targets

ADond6t forget the power
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The Tool Kit

A Consider ease of use first. Sometimes the best tools are the simplest.
A We will not cover every tool

A Tool Categories

All in Wonder Distributions

Sniffers

Scanners (Network, Web Application, Vulnerability)
Log Analysis

Configuration Analysis

To o o o I

A Tools NOT used & Exploitation, Cracking, Packet Crafting
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.
Alll iim @re=DdstifibbGtions

A Skill Level = Expert
A Complexity= High

A Need a strong UNIX/LINUX background
A Need to be able to read scripting languages at a minimum
A Need a base understanding of the tools and how they work

A Multiple install options
A Very forgiving, great for experimentation
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https://Wwwwkali.org

™ Y

“the quieter you become, the more you are a i

R


https://www.kali.org/

Applications ¥ Places ¥

—\

Favorites lceweasel
01 - Information Gathering 4

Terminator
02 - Vulnerability Analysis 4

03 - Web Application Analysis 4 metasploit framework

04 - Database Assessment

burpsuite
05 - Password Attacks 4

maltego
06 - Wireless Attacks 4
07 - Reverse Engineering . Leafpad
08 - Exploitation Tools . Files
09 - Sniffing & Spoofing 4
10 - Post Exploitation 4
11 - Forensics 4

12 - Reporting Tools
13 - System Services 4

Usual applications 4

Activities Overview



https://www.kali.org/

Places F1 @ = € 24°c Frijul19,0304 )\ “' A e SeanFda B
& s , Teeminal CRERAY  svsTEM ..
& w System Update » [ - I I I \/ i } I
. N e | | T T Temperature: 55C
W i » (L . 7 S, .3 1. S0 |7 SO
Sagmend 0 i e O i -
® Accessories > o L=/ o R P R S S P S = Core 1:5% | S—]

Core 2: 6% | —

Developed by Nasel (http://www.nasel.com.ar). ot
i i —
" Arsenal i g Top SecurityTools » pPublished under GPLV3. oS
Core 4: %  E—
Be efficient and have fun!
& Arsenal Hackpack

InfFoermation Gathering >
2 TOP CPU RAM
¥ Electronics N 3 conky 126  0.16
£ Vulnerability Analysis » - org 126 145
Terminal PWEIR plugin-containe 0.50  1.51

firefox 0.50 6.48

s 8 b Applications g cwmisidentification e oy
& ~ 4 kworker/1:0 025 0.00
== RS f g g ru 025 682
Internet * g Password Attacks b ': e o , bbasal 2 T Nl T | =V gnboyme screenshc0.00  0.38
B | / kworker/1:2 0.00 0.00

3 |
Office & £ Wireless Attacks » $ IDS/IPS Identification » sqlninja ‘ - bash 0.0 a.05

=
<
LAy

init 0.00 0.02

|By Lee Baird
£ Exploitation Tools » $ Web Application Fuzzers »m ; RAM RAM: 37%

™= Free: 2.42GiB Used: 1.45GiB

Programming

Sound & Video

Sniffing/Spoofing » Web Application Proxies » |RECON
2 2 \ 1 Scra
: pe DATE
System Tools \ 2
£ Maintaining Access » $ Web Crawlers » \ A
! DISLOVER - Host dlscovery port scanning, service enumeration and 0S 03_04

Other » lidentification using Nmap, Nmap scripts and Metasploit scanners. 19 July 2013

2. P;ng Sweep NETWORK -
3 Slngle IP, URL or Range Upload: 0B | e |
|{4. Local Area Network Overall: 0B

S, Last

g Reverse Engineering '8 Web Vulnerability Scanners

BRSSO DN

Software Center € Stress Testing

i £ Download: 0B  Ir— |
g Hardware Hacking .6. CIDR Notation Overall: 93.9MiB
: Local IP:
g Forensics WEB Public IP:
7. Open multiple tabs in Firefox Potencia: 83
€ Reporting Tools 8. Nikto
9. SSL Check HD..
* System Services | Root: 25% -_—
MISC Free: 47.4GiB Used: 17.3GIiB
10. Crack WiFi System: 25% -_——

11. Reinstall nmap !
Terminal - ax 112. Start a Metasploit listener
root@pentester:~# automater 13. BExat

Free;47.4GiB. Used;17.3GiB.
C

|Choice: _ OPENIPORTS:

BN || I 1 [
mu e S s |
S S . 4 6 I e[S R R R S| p
IS S 10T 1 S 7 | ‘ |
N N AN R R [N o NN ] | ‘
welcome to Automater! I have created this tool to help analyst investigate IP Ad L HR
dresses and URLs with the common web based tools. All activity 1s passive so it | L
will not alert attackers. | CHHEEE L RE DR
Web Tools used are: IPvoid.com, Robtex.com, Fortiguard.com, unshorten.me, Urlvoi| | AL
d.com, Labs.alienvault.com | AL AL LR L L L L LI L L L L

www.TekDefense.com
@author: laNOrmus@TekDefense.com, Ian Ahl
Version 1.2

S
#H.. .

nltrog3n's https password sniff3r
root@pentester:~# | www.nltrog3n.com & www.Top-Hat-Sec.com

|, . . ; - 3 .
'This script will attempt to install & update SSLStrip and Dsniff package

[Code Name Terminal Terminal Terminal Terminal



https://www.kali.org/

http:/Mww:defthnuxinet



http://www.deftlinux.net/

] 1B

LXTerminal evidence

File Manager

r

Wl Accessories

*. Analysis

B Antimalware
S Data Recovery
« Hashing

# Graphics

wal Internet

& Office
Programming
Service

vy Yy

Cyclone
Dc3dd
Dcfldd
Ddrescue
Dd_rescue
Dhash 2
Dislocker
Esximager
EwfMount

B Mobile Forensics
Network Forensics
OSINT
Password recovery

. Reporting tools

.| Disks
| File Manager PCManFM

1 GParted Guymager
Midnight Commander vmdkmnt
MountManager B Xmount

8 sound & video
& wine

b R 0 D Db Y

E2 System Tools
- Preferences

YY YYVYYYYY .V
v

Run

BEEERROREERDE



http://www.deftlinux.net/

.
Sniffers

A Skill Level = Novice to Intermediate
A Complexity= Low/Medium

A Easy to install on Windows and Mac

A Great for watching what is going on during testing and
troubleshooting.

A Lots of data to decode

A Interface is typically straightforward
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Sniffers - Wireshanlk https://Mwwwiresharkiorgpra/

A The standard for network packet sniffing and capture
A 1t can capture wired and wireless interfaces
A Installs on just about anything

A Easy interface and protocol decode
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https://www.wireshark.org/

= Few pa e ap erea

File Edit Wi Capture Analvze Help
2 —_—
k) B [E] @R E R 0 FIE QA BN K B
Mo, - |Time |Delta |Source |Destinati0n |Pr0t0c0| Info =
12 14.817570 14.817570 152.168.0.10 192.188.0.2 TCP 1242 > BO [SvH] Seq=1404510823 Ack=0 win=65°¢
14 14.8175889 0. 000119 192.168.0. 2 192.168.0.10 TCRP B0 > 1242 [S¥yM, ACK] Seq=3661615104 ack=1404
15 14 8181?8 O 000489 192 168 9] lO 192,.188.0. 2 TCP 1242 = 80 [ACK] Seq=1404510824 Ack=35515151C

168.0.10

IDEN0 |

L]

14. 9?5815 O 156?80 192.168.0.2 192, TCP 80 >f1242 tACK] Seq=3651615105 Ack=14045112%>
23 19.382555 4.406740 152.168.0.10 192,168, 0.2 TCP 1242 > 80 [FIMW, ACK] Seq=1l404511234 ack=3661
24 19.382634 0. 000079 192.168.0. 2 192.1a68.0.10 TCP B0 > 1242 [ACK] Seq=3651l615105 aAck=14045112=
52 54.234482 34 . 8515848 192.168.0. 2 152.168.0.10 HTTP HTTP 1.1 403 Forbhidden (text shtmll
55 54.235272 0. 000790 1592.168.0.10 192.168. 0.2 TCP 1242 > 80 [RST] Seq=1404511255 Ack=368044707%
54 58.1370&3 3.901 791 152.168.0.10 1%92.188.0.2 TCP 1244 > 135 [S¥M] Seq=1l414452237 Ack=0 wWin=a-t
55 5E.13717a 0. 00011 = 192.168.0. 2 1592.168.0.10 TCP 135 > 1244 [S¥M, ACK] Seq=36724551592 ack=141
S5 58.137527 0. 000351 192.1688.0.10 192.,.1ae8.0. 2 TCP 1244 > 135 [ACK] Seq=1l414452238 Ack=3a724551
57 58.137992 0. 000465 192.168.0.10 152.165.0.2 DCERPC EBind: <all_-d: 57 UUID: IoxXIDResolwer
58 55.158933 0. 0509471 192.1858.0.2 192,168, 0.10 DZERPCZ EBind_ack: <all_dd: 57 accept max_=mit: 5540
59 58.189601 0. 000668 152.168.0.10 152.165.0.2 ICXIDREe ComplexPing request addToSet=0 pelrFromsSet=1]|
50 55.202631 0.013030 192.185.0.2 192,168, 0.10 I0o=IDR:e ComplexPing response —> Unknown (OxO000007 78
a1 RR.203457 O_0OnR2 & TG2 1TalR_ 010 TG2 TaR._ 0.2 TORTRHRe CrnmnlexPinn renuest addTnsSet=0 helFrnm=set =11
4] | JJ
[+ Frame 16 (464 bytes on wire, 464 bytes captured)
[ Ethernet II, Src: 00:04:61l:4a:1le:95, Dst: 00:0b:5d:20:cd:0z2
I Internet Protocol, Src aAddr: 192.168.0.10 (192.165.0.100, Dst aAddr: 192.163.0.2 (192.165.0.20
[ Transmission Control Protocol, Src Port: 1242 (124203, Dst Port: 80 (800, Seq: 1404510824, Ack: 3681615105, Len: 410
— Hypertext Transfer Protocol
[ GET  HTTPSL.1™r“n
Host: 1922.1688.0.2%r%n
User—-agent: mMozillass.0 Cwindows; U windows NT 5.0; en-uUs; rwv:il.5) Geckos/20031007%r™nN
Accept: Tex<t =ml,applications=ml, application=html+=ml, text /html; q=0.9, text s plain; g=0. 8, Tmage, png, imagesjpag, image, g1t ; g=
Accept—Language: en-—-us, en; g=0. 5%rin
accept-encoding: gzip,deflatenrhn
Aaccept—Charset: IsSO-8583%-1,utf-8;qg=0.7,*;g=0.7"r"n
Keep—alive: 300%F™H
Connection: keep-alivesr™n
L 1
oooo 00 ob 5d 20 od 02 00 04 61 4a 1e 95 05 00 45 00 . ... aj....E.
jelen Re) 0l <2 dl &6d 40 00 20 08 as 6b <0 a8 00 0a <0 as LeamE. L. kLol
Q020 00 02 04 da 00 50 53 bY 22 68 da 3 do 01 50 18 ..... F=. "h.7..P.
oas0 £ £F 46 26 00 00 47 45 54 20 2f 2o 48 54 54 50 ..F&_ .GE T . HTTF
O0a 0 2f 31 2e 31 od 0a 48 &f F3 F4 2a 20 21 39 52 Ze Al.1..Ho st: 192.
[aTal - ) - = - R | = (Y cc e (= = | 2 A =7 bt =] (o] vl Ll = ~
:jFllter |t|:p T — | Y clear | W apply HFlIe Fevs packets.cap 24 KB O0:0 |P: 104 D: 19 M: O



https://www.wireshark.org/

|
n.html

Sniffers & Caiimamid Albm-ww.oxid.it/cai

A A sniffer that captures packets for the purpose of cracking and
monitoring

A It WILL get picked up by every AV vendor

A A password recovery tool for Microsoft Operating Systems. It
allows easy recovery of various kind of passwords by sniffing the
network, cracking encrypted passwords using Dictionary, Brute -
Force and Cryptanalysis attacks, recording VolP conversations,
decoding scrambled passwords, recovering wireless network keys,
revealing password boxes, uncovering cached passwords and
analyzing routing protocols.
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http://www.oxid.it/cain.html

