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Joshua Stone CIA, CFE, CISA
A Manager within the Whitley Penn Risk Advisory Services team
A Focuses on:

I Internal audit outsourcing and esourcing,

I SOX 404 implementations and consulting,

I Process consulting, and

I Information technology consulting.

A Primary industries: financial institutions, public sector, managed IT services, oil
and gas, and consumer goods.

A Active member of: lIIA, ACFE, ISACA, AICPA, and TSCPA.
I Committee member with the Fort Worth chapter of the TSCPA,
I Certification Committee Chairman of the FW IIA,
I Chapter Vice President of the FW ACFE, and
I Board President of the T@ities Baseball Softball Association.

A Bachelors and Masters Business Administratidrccounting w/ Fraud Emphasis
I Texas Wesleyan University
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Whitley Penn, LLPRIsk Advisory Services
T

U Service Areas:.
I IT Audits and Consulting
I Internal Control Reviews
I IT and Business Risésessments
I InternalAuditServices
I Vulnerability Assessments and Network Penetration Testing
I Service Organization Control (SOC) Repartg, &3

I EnterpriseRisk Management Implementation and
Maintenance
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Threat Landscape

Ever Changing Environment - .



Environmentin a nutshell...

9 Who's behind the breaches?

75% I

perpetrated by outsiders.

25% I

involved internal actors.

18% N

conducted by state-affiliated actors.

3% 1

featured multiple parties.

2% 1

involved partners.

51% I

involved organized criminal groups.

@ What tactics do they use?

62% I

of breaches featured hacking.

51% I

over half of breaches included malware.

81% I

of hacking-related breaches leveraged either
stolen and/or weak passwords.

— 43% I

were social attacks.

14% Il

Errors were causal events in 14% of breaches.

The same proportion involved privilege misuse.

8%
Physical actions were present in 8% of
breaches.
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More on the Environmenin a nutshell...
L

e Who are the victims? e What else is common?

24% I 66% I

of breaches affected financial organizations. of malware was installed via malicious email
attachments.

15% Il 73% I

of breaches involved healthcare organizations. of breaches were financially motivated.

12% N 21%

Public sector entities were the third most of breaches were related to espionage.

prevalent breach victim at 12%.

15% N 27% I

of breaches were discovered by third parties.

Retail and Accommodation combined to
account for 15% of breaches.
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More on the Environmenin a nutshell...
L
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Growth in Malware
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Growth In Malware
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10 Figure 36: Malware count per day by vector (n=50,366,956)
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Breaches By Industry
o

Incident pattern » POS intrusions Web app Cyber- Crimeware Insider and Payment card

attacks espionage privilege skimmers
misures

Accommodation (72) I 1% 3%

] 4% 1% 6%
Entertainment (71) 1% 1% 5%

o) 7%
Healthcare (62) 7%
Information (51)
6%
Professional services (54) 2%
Public (92)
Retail (44-45) 4%
5%

| Utilities (22)
whitleypenn
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Number of Records through the Verizon Reports

1,603,721,691

1,423,307,950

831,886,584

1,058,069,356

278,873,131

249,662,494

2010 2011 2012 2013 2014 2015 2016
. Personal . Credentials Payment Medical . Bank . Internal . Other
ull
Figure 6: Number of records per data variety over time . "l
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Industry Comparison
W
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Figure 9: Industry comparison (left: all security incidents, right: breaches only)
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Compromise Timelines
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Figure 8: Timespan of breach events over time
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Vulnerability Marketplace

WHITE MARKET

Option1 Result 1

S\

Option 3 Result 3

(Y

Submit flaw to third-party Researcher gets paid. Flaw is
bug-bounty programs like ZDI, submitted to vendor to get Submit flaw directly to vendor. Bugs get fixed.
HackerOne, orBugcrowd. fixed in timely fashion. Researchers can submit flaws

directly to vendors or through
their bug-bounty programs.

Security researcher
Arul Kumar was paid

$12,500 by
Facebook

Berkeley research
found that rewarding
external bug hunters

was up to 100

Option 2 Result 2

A(
"X

11 times more after discovering and
: reporting a bug.
Enter bug in hacking contest Researcher gets fortune and fame; - cost effective. ? ° ’ I]B
like Pwn20wn or GeekPwn, which Pwn20wn has evolved to one of
encourages researchers to the most well-known security Bug doesn't get fixed in time,
demonstrate the latest hacking contests, with prizes of up fo go to Option &6
techniques. $150,000 offered for the = =

most challenging exploits.

whitleypenn

15 Figure 4. The vulnerability white market CPAs and Professional Consultants



Vulnerability Marketplace
-

GRAY MARKET
Option 4 Result 4
$) IUI
Implications Examples of what can happen

be used for. Some gray crimes
market brokers have policies

stating that they will only Used 1o shut down

suspected terrorist
operations

sell to ethical and
approved sources.

Sell vulnerability to
private broker
[ Used to spy on
It is unclear where the flaw private citizens
will end up and what it will suspected of K/
i
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Vulnerability Marketplace

BLACK MARKET

Option5 Result 5

Implications Examples of what can happen

Flaw is " Cybercrime:

sold to highest used to steal money from

bidder. individuals or groups

and will be used to Spying:

disrupt private or public used for political gain or
_ individuals and groups. to steal corporate secrets
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Figure 6. The vulnerability black market



Industry Patch Cycles
W

Whltleypen

CPAs and Profession

18



